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REMOTE COMMUNICATION SYSTEM FOR USE WITH A VEHICLE 

Technical field of the Invention 

The present invention relates to a remote communica- 
tion system for use with a vehicle. It also relates to a 
fob unit for use in such a remote communication system. 

5 

Background art 

Many systems for remote tracking of a vehicle, using 
for example the global positioning system, a cellular 
network or direct RF commxinication, are previously Imovm. 

10 However, most of these systems are passive, only provid- 
ing information regarding the position of the vehicle. 
Further, some systems have been suggested, providing the 
possibility of remote control of certain features within 
the vehicle, such as starting the engine for warm-up, but 

15 these systems are usually operated with RF communication 
or the like, thereby having a limited range. 

In the patent document EP-0 955 219 a system is sug- 
gested in which a cellular telephone terminal may be used 
in order to connect with a vehicle from a remote connec- 

20 tion. However, such a communication is rather unsafe, 

since a cellular telephone usually does not provide for a 
safe authorization of the connection before it is estab- 
lished. Furthermore, a cellular telephone is not designed 
to be used for controlling a vehicle, and consequently, 

25 more advanced monitoring may be quite complicated to ac- 
complish. 

Therefore, it is a primary object of the present in- 
vention is to provide a system that enables a user to 
make a safe and simple remote connection with a vehicle, 
30 for example for monitoring the vehicle or performing a 
remote check-up. 

Another object of the invention is to provide a 
flexible system, which may be used in a variety of ways. 
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Summary of the invention 

These and other objects are achieved by a remote com- 
munication system for use with a vehicle comprising a 
5 first communication unit, located within a vehicle, said 
first communication unit comprising a first transceiver, 
connectable with a long-distance wireless communication 
network 16, such as a cellular network; and a second 
portable communication unit, comprising a second trans- 
10 ceiver, connectable with a unit for long-distance wire- 
less commianication, such as a cellular terminal, whereby 
said first and second communication units are connectable 
with each other using said long-distance wireless commu- 

□ nication network, , thereby establishing a remote two-way 

fU 

*; 15 communication link between said communication units. 

y 

Hj By establishing a two-way communication link between 

Ui a portable commxmication unit and a vehicle, a user is 

^ able to perform a remote check-up of the car, for example 

^ checking the gas level of the tank or whether the doors 

fU 20 of the vehicle are locked. Further, information may be 

transferred over said link to or from the vehicle. For 
example, a travel plan, map or the like, stored in the 
second communication unit, may be transmitted from the 
second communication unit to the first communication 
25 unit. 

Preferably, said second communication unit is con- 
nectable with said \init for long-distance communication * 
using a short -distance wireless communication link. One 
excunple of such a short-distance wireless communication 
30 link is a link established between two Bluetooth cir- 
cuits. By using a wireless communication link, such as 
the standard Bluetooth, the establishment of said link 
may easily by accomplished without additional external 
equipment . 

35 Further, said second communication unit is preferably 

a fob unit. This is a practical solution, since most ve- 
hicles today are equipped with a fob for remote lock- 
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ing/unlocking of the vehicle doors. Consequently, a user 
of a vehicle normally already carries such a unit, making 
the system according to the invention consumer friendly. 
According to one embodiment of the invention the sec- 
5 ond communication unit is integrated with a cellular 

terminal. This construction reduces the n\Hnber of compo- 
nents of the system. 

Further, said second communication unit preferably 
comprises a biometric sensor 18, for identifying a user. 
10 By first identifying a user, unauthorized remote connec- 
tion to the vehicle is prevented. Further, this user 
g identification may be used in order to personalize the 

P vehicle and different vehicle settings. 

ry Preferably, a direct short-distance two-way wireless 

y 15 communication link is established between said first and 

m 

y second transceivers when said communication units are 

SO within a direct comm\mication range from each other. Fur- 

ther, said first communication unit suitably comprises a 
fU first memory circuit being connected with said first 

M= 20 transceiver, and said second communication unit further 

p comprises a second memory circuit being connected with 

said second transceiver, whereby an information item, 
stored in any one of said memory circuits is transmittab- 
le to the other one of said memory circuits, over said 
25 direct short-distance communication link when estab- 
lished. Consequently, over this communication link it is 
possible to transfer information between a portable unit 
and the vehicle, without active user assistance. 

Preferably, said first and second communication unit 
30 each comprises an identification item, whereby a request 
for connection from any communication unit is tested to 
be qualified before a connection between said communica- 
tion units is enabled. Thereby, a second communication 
unit requesting to connect with a first communication 
35 unit within a vehicle over said cellular network is iden- 
tified, and unauthorized requests may be denied. This 
feature also makes it possible to determine which commu- 
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nication units should be able to communicate with each 
other, when several xinits are within direct communication 
range from each other. Consequently, a second communica- 
tion unit, or a fob, may be associated with a certain ve- 
hicle, providing a safe transfer of information. 

Further, said first communication unit is preferably 
connected with at least one vehicle data network, such as 
a controller area network within said vehicle. Thereby 
basically all features that may be measured electrically 
within a vehicle may be accessed in a remote communica- 
tion system in accordance with the invention. Suitably, 
said first communication unit is connected with a vehicle 
computer within said vehicle. Thereby travel information, 
such as route plans or desired time of arrival may easily 
be transferred between the second communication unit and 
the vehicle computer. 

Finally, the above mentioned and other objects are 
achieved by a fob unit, for use in a remote communication 
system as described above. 

Brief description of the drawings 

A currently preferred embodiment of the present in- 
vention will now be described in closer detail, with ref- 
erence to the accompanying drawing. 

Fig 1 is a schematic view of a system in accordance 
with the invention. 

Fig 2 is a schematic view of one preferred embodiment 
of the invention. 

Fig 3 is a schematic view of another aspect of the 
invention. 
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Detailed description of a preferred embodiment of the In- 
vention 
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The embodiment of the invention, which will be de- 
scribed in the following, is related to a remote communi- 
5 cation system for use with a vehicle. 

Referring now to figure 1, the system comprises a 
first communication unit 1, being positioned within a ve- 
hicle 2 . The first communication unit 1 comprises a first 
transceiver 3 for wireless communication and a first mem- 

10 ory circuit 4, as shown in fig 2. The first memory cir- 
cuit 4 is connected to said first transceiver 3, being 
able to connect with a cellular network via an antenna 
unit 22 . The first communication unit 1 is further con- 
nected with a vehicle travel computer 5 and with a con- 

15 troller area network 6 within said vehicle 2 . 

The system further comprises a second communication 
unit 1, here constituted by a portable, handheld fob 
unit, comprising a second transceiver 9 for wireless com- 
munication, and a second memoiry circuit 10, as shown in 

20 fig 2. The second memory circuit 10 is connected to said 
second transceiver 9, in this case being a standard Blue- 
tooth circuit. Said second transceiver 9 may be connected 
with a corresponding Bluetooth transceiver 21 in a cellu- 
lar telephone 14 via a wireless communication link 20. 

25 The establishment of this communication link 20 is in 
this case performed in accordance with the Bluetooth 
standard, and will not be described herein. However, it 
should be mentioned that each Bluetooth circuit is 
equipped with a special identification code, being unique 

30 for each circuit. This identification code enables a 
transceiver to establish a connection with one chosen 
other transceiver within the communication range. Fur- 
ther, in accordance with a preferred embodiment, each ve- 
hicle is provided with several associated fob units. In 

35 this case, each fob unit has a special fob ranking, 

whereby the fob with the highest ranking is arranged to 
override other fobs if two or several fobs are trying to 
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give contradicting orders to the first communication unit 
1. 

Further, the fob unit 7 may be equipped with a dis- 
play 11, for displaying information stored in said second 
5 memory circuit 10, a processor 12 for processing informa- 
tion stored in said second memory circuit 10 and a clock 
circuit 17 for use in certain applications . The second 
communication unit 7 further comprises a battery 19 or 
the like, for providing power to the components of the 
10 second communication unit 7. 

Further, the fob unit 7 comprises a biometric sensor 
18, in this case a fingerprint sensor, being connected 
□ with said second transceiver 9. This biometric sensor 18 

^ may be used to provide an identification of the fob user, 

^ ^ 15 preventing unauthorized use of the fob. Several different 

user characteristics may be stored in the second memory 
circuit 10. 

In order to establish a remote two-way connection be- 
M tween the first and second communication units 1, 1 , a 

2 20 user first makes sure that the fob unit 7 is within di- 

S\ rect communication range of the cellular telephone termi- 

nal 14 (in the Bluetooth case <100 m) , for the establish- 
ment of a direct two-way communication link 20 between 
the second transceiver 9 and the corresponding trans- 
25 ceiver 21 in the cellular telephone terminal 14. Thereaf- 
ter the user rings up the vehicle over the cellular net- 
work 16, and thereby connects with the first transceiver 
3 of the first communication xrnit, via the cellular an- 
tenna unit 22 in the vehicle. Information regarding the 
30 user and fob identity, for example user information from 
said biometric sensor and the fob identification code, as 
described above, is thereafter transmitted from the fob 
to the first communication unit 1 of the vehicle 2. If 
the fob and user identities are accepted by the vehicle, 
35 a two-way connection between the first and second commu- 
nication unit is allowed to be established, via the com- 
munication link 20 and the cellular network 16. If the 


1^ 
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fob and/or user identity is not authorized by the first 
communication unit 1, the request for establishment of a 
communication link between the communication units is re- 
jected. 

5 This two-way remote communication link between said 

communication units 1,7 may be used in various ways. For 
example, a user is able to perform a remote check-up of 
the car, for example checking the gas level of the tank 
or whether the doors of the vehicle are locked. Further, 
10 information may be transferred over said link to the ve- 
hicle. For example, a travel plan, map or the like, 
stored in the second communication unit, may be transmit- 

3 ted from the second communication unit to the first com- 

□ 

py munication unit. What information should be transferred 

y 15 may be decided and programmed by the manufacturer of the 

i sa 

system or by the user, by programming the fob and /or the 
first communication unit in the vehicle. 
3 In this embodiment of the invention, the information 

^ transfer between said communication units is connected 

jj, 20 with the locking or unlocking of the vehicle. A lock- 

\J ing/unlocking device (not shown) is on per se known man- 

ner integrated in said fob unit 7 . When a lock- 
ing/unlocking signal is sent to the vehicle for lock- 
ing/unlocking the doors of the vehicle, a part of this 
25 signal is also transmitted to a trigger device {not 

shown) for the generation of a trigger signal. This trig- 
ger signal is thereafter transmitted to the memory units, 
where it triggers the execution of an information trans- 
fer operation. Further, the locking/unlocking signal may 
30 be sent over the second transceiver 9, or over a separate 
trcinsmission channel. 

Further, said first transceiver 3 also comprises a 
Bluetooth transceiver device being directly connectable 
with said second Bluetooth transceiver 9 when said trans - 
35 ceivers are within a short/medium distance from each 

other (in the Bluetooth case < 100 m) , thereby establish- 
ing a direct short-distance wireless communication link 8 


□ 
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between the fob unit 7 and the first communication unit 1 
disposed within the vehicle 2, as shown in fig 3. The es- 
tablishment of this communication link 8 is in this case 
performed in accordance with the Bluetooth standard. 
5 By means of said second transceiver 9, said fob unit 

7 may also be connected with other communication units, 
such as a personal computer 13, a hand held computer or 
other on market products, as shown in fig 3. By estab- 
lishing a two-way communication link between for example 
10 a computer 13 and the fob unit 7 {second communication 

unit), an information item may be transferred between the 
computer and the second memory circuit 10 of the fob. 
t This enables a user to personalize a vehicle by loading 

5 

Q information regarding for example travel plans, personal 

fU 15 setting, road maps etc into the fob, whereby the informa- 

fy tion item is transmitted to the vehicle as soon as the 

in 

y fob unit and the vehicle are within communication range 

B9 from each other. This information transfer may also be 

?^ done by the previously described remote communication 

1^ 20 fob. 

M By using standard transceivers, such as Bluetooth 

p circuits, the fob may easily be adapted for use in vari- 

1^ ous other applications. For example the fob unit may be 

programmed to function as a remote garage door opener. 
25 Since provided with a user identification device, such as 
a biometric sensor, the fob may also be used for other 
purposes, such as identifying a user at a tollbooth, for 
direct debiting of a personal account. 

The establishment of the above-described direct 
30 short-distance wireless communication link 8 is described 
in the following. An information item is stored in the 
second memory circuit 10 of the fob unit 7 . The second 
transceiver 9 of the fob unit 7 regularly sends out an 
identification signal. When the fob unit 7 is within a 
35 communication range from a vehicle 2 having a first 

transceiver 3, having a corresponding transceiver device 
and accepting said identification signal, a communication 
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link 8 between the transceivers 3,9 is established. The 

first transceiver 3 may also send out a corresponding 

identification signal that must be accepted by the fob 

unit 7, before said communication link 8 may be estab- 

5 lished. When said communication link 8 is established, 

the information item that is stored in said second memory 

circuit 10 is transferred over the communication link 8 

to the first transceiver 3 of the first communication 

unit 1 within the vehicle 2. Thereafter, the item is 

10 transferred from the first transceiver 3 to the first 

memory circuit 4 or directly to the travel computer 5 or 

^ the like. 

□ 

p Further, an information item stored in the first mem- 

fU ory circuit 4 may be transferred to the fob 7 over said 

W 15 communication link 8 or over the remote communication 

m link, in the same manner as described above. For example, 

^ information regarding the gasoline level may be gathered 

in the first memory circuit 4, and transferred to the fob 
unit 7 and stored in the second memory circuit 10, when 
j«A 20 leaving the vehicle 2. Consequently, this information is 

now available for remote check-up, since it is stored in 
the handheld, portable fob unit 7. Further, basically any 
information that may be gained through the vehicle con- 
trol area network 6 may be transferred to the fob unit in 
25 the above manner. It shall be understood that the system 
also may comprise selector means (not shown) , for selec- 
tion of which information items should be transferred be- 
tween the fob and the first communication unit. 

The above described biometric sensor 18 of the fob 
30 may also be useful in the short -distance direct communi- 
cation described above, by enabling a personalization of 
the vehicle when approaching the vehicle. The identifica- 
tion may be transmitted over said communication link 8 to 
the vehicle 2 as cui information item, as described above. 
35 This enables the performance of personal settings in the 
vehicle, such as seat and steering wheel settings before 
entering the vehicle. By this identification, different 


a 
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users may further be given different access to the vehi- 
cle, for example one-door /multi-door unlocking or access 
to the glove compartment. 

A number of user profiles may be registered, enabling 
5 a number of users to be identified with said biometric 
sensor, and thereby providing individual settings for 
every registered user. One important feature is that if a 
non-registered user intends to use the vehicle, the fob 
will notice that the user is non-registered and thereby 
10 putting the system into a standard mode, using pre- 
programmed standard settings, being chosen and programmed 
\^ by a registered user. Further a registered user may pro- 

0 gram different settings for different categories of non- 

^ registered users, in this way crating different non- 

ijjj 15 registered user profiles, that may be activated by the 

fob by a registered user. Examples of such profiles may 
be a car work-shop profile, with restricted access to for 
B example the car telephone, the glove compartment and the 

^ trunk, a valet profile, with further restrictions regard- 

20 mg the vehicle speed, and a friend profile, only re- 
Sj stricting the use of the car phone. The access given to a 

8 certain profile may be chosen and programmed by the reg- 

|»3i 

istered user /users of the vehicle, and said profile is 
preferably activated by a registered user, before handing 

25 over the fob to a non-registered user. If no special pro- 
file is chosen for the non-registered user said pre- 
programmed standard settings is used. Further, the above 
mentioned restriction of the vehicle speed for some users 
is possible due to said connection of the first communi- 

30 cation unit with the control area network of the vehicle. 
All those user specific features may easily be edited at 
a personal computer, and transferred to the fob, and 
thereafter to the vehicle. 

Consequently, the system in accordance with the in- 

35 vent ion provides for a flexible, multi-purpose communica- 
tion between a handheld fob unit and a communication unit 
located in a vehicle. 
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The present invention should not be considered as be- 
ing limited to the above-described embodiment, but rather 
includes all possible variations falling within the 
spirit and the scope of this invention as defined by the 
appended claims. Many modifications and variations of the 
present invention will be readily apparent to those 
skilled in the art. 

In the above, a preferred embodiment is described in 
which the second communication unit is comprised in a 
separate fob unit. However, it is possible to include 
said second communication unit in for example a cellular 
telephone or a portable handheld computer, reducing the 
number of components of the system. 

The system may also include a panic button, being 
placed on the fob unit (the second communication unit) . 
When pushing said panic button, a message is automati- 
cally sent, via a communication link 20 to a nearby posi- 
tioned cellular telephone terminal 14 and the cellular 
network 16, to the vehicle and to an alarm center, 
whereby a user is able to signal that he is in danger. By 
using the biometric sensor, as described above, the alarm 
message may further include information regarding the 
identity of the current user of the fob. It is also pos- 
sible, by means of a positioning system, such as GPS or 
the like, to include information regarding the position 
of the user in the alarm message. 

The above-described presently preferred embodiment of 
the invention utilizes Bluetooth circuits as the trans- 
ceivers in the fob, the cellular telephone and also in 
the first communication unit in the vehicle. However, it 
is possible to use other devices and methods to establish 
said two-way connection between the first said devices. 
For example, RF circuitry may be used. The above men- 
tioned devices should then also include control circuits 
for the RF circuits in order to control the communication 
link and its establishment, on per se known manner. The 
corresponding control circuits are included in the Blue- 
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tooth circuit. The remote communication system may also 
comprise two or more ways of establishing said connec- 
tion. As an example, a separate communication link, such 
as a RF coiranunication link, may me used for sending lock- 
ing/unlocking signals for the vehicle door/doors when 
within a direct communication range of the vehicle, while 
the above described communication links 21,8 are used for 
remote and direct information transfer, respectively. 

It shall be noted that the term transceiver as used 
in this application comprises various constructions, for 
example with separate receivers and transmitters. Further 
the fob unit may comprise other components, such as a me- 
chanical vehicle key or the like. 

Further it shall be noted that the term long- 
distance wireless communication network" as used in this 
application may partly include transmission paths where 
the signal transfer is made in a wire or fiber, such as 
an alternative communication path between base stations 
or the like. 
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